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1—1 XKE - BEREZL2EFEET NSA (National Security Agency)

(1) BMELEHE

KEDOERZERET NSA X, HRAZRXHTHUF 0 MEBETHY . BETHLEREWN
57 5T A3, FEHTHE 100 & KL EENS 1 KHU EOBERETTH 5,

FOEBIE. OVEL b, QBRFETE (FAN—F2TT 1), @arta—F Ry
NT— 2 {EE (FA N—8S) OEBOREDO=2TH S 5,

@DERRFEIC DV TIE, NSA IKEBROERFEICET 2 REHMETHY . KRHE
MO 12333 FiC &Y NSA EBIXKXEOEFLZL2MHEREL 2T & (National Security
Systems) ME{E#E (National Manager) I[ZfEE SN T35, EFRLZEHEEY AT L &1,
KEOAL TV VA, BE, MEFRRCEFLZSREIBDLIBHREEL AT LD
T THV6, FERIRIEICHOWVT NSA DARDFIEGLFIIBESHhTND,

3 ROWBIC LN, NSA OFHBBOKIZ> v ) 7Y L EAMETIHSTA. Cofth (b¥r

bitEIN2) ZNBEL 1A T7TTA. A5 A5 TAOBERS WS LI N3,

--Ellen Nakashima, "Senate confirms Paul Nakasone to lead the NSA, U.S. Cyber Command,"

The Washington Post, 24 April 2018, last accessed 26 May 2019,

https://www.washingtonpost.com/world/national-security/senate-confirms-paul-nakasone-to-lead-

the-nsa-us-cyber-command/2018/04/24/52¢95ca4-47e8-11e8-9072-

£f6d4bc32f223_story.html?utm_term=.b0afce22d9f1

4 XM, BifE. 1416 K,

5 US NSA/CSS, “Missions & Values,” About Us, accessed 5 March 2019,

http://www.nsa.gov/about/mission/index.shtml.

6 US EO 12333, amended through 2008, Sec. 1.7.(c).
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ZB% (CNSS) kil nrz, ARELKOEHIIERZESHEB D 3 ERY AT LIBT3
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&2 AN, YERITEMBES OEPRE AT HRERBEL . FBEANEEIRLER-
Too TORER, 1987 FEICEY | FHE O NIST(ENAEREFITHFERITICE < OHERB 5 X
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(3) TERYA/1\—tFa )T+ EBEHELLZ—1 & NSA
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Communications Integration Center) T#H 5, [FlE > & —i% 2009 4FIZFX L S 7225, 2017
#1212 US-CERT(US Computer Emergency Readiness Team). ICS-CERT(Industrial
Control Systems Cyber Emergency Response Team) ., NCC (National Coordinating
Center for communications) 72 &, A N\—&F =2V T ¢ ITET 2 EEMHEES Z ZITHE
ENTW3, Ay —0FEELE LTIk
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FAN—BRBEROHERICET 2 ERERLEFRN
R4 2 S EFRRH OB R D
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7, KEDY A N—tHx=2VT 4 ZERENOIXATNDDA NSA THD1, SCIZ

7 Thomas Johnson, American Cryptology during the Cold War, 1945-1989, Book IV: Cryptologic
Rebirth, 1981-1989 (Center for Cryptologic Hstory, 1999), 295-296.
8 US NSDD145, National Policy on Telecommunications and Automated Information Systems
Security, 17 September 1984, (declassified 7 December 1992), 6,7,
https://fas.org/irp/offdocs/nsdd145.htm
9 Johnson, American Cryptology, Book 1V, 296.
10 DHS website, NCCIC”, accessed 16 April 2019, https://www.us-cert.gov/about-us
1 REE 2R ER X, NCCIC Offi, National Cybersecurity Center LB I T35, &
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BHLTNDEDN, ENSARESYA TN + ~ATUVRTHDHZ L THD, IEEIC, NSABKEDY A
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(Government Communications Headquarters)
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2016/2017 SHEEDHARBTELEIN 29BEL FTHHDT, 15BN FUEL#
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--National Cybersecurity Center website, accessed 1 May 2019, https://cyber-center.org/

12 NSA website, “Cybersecurity,” What We Do, accessed 7 April 2019, https://www.nsa.gov/what-
we-do/cybersecurity/

13 NSA 1Zi%, NTOC (NSA/CSS Threat Operations Center) NFRE N TEY ., FOFLIZYZ-T
W3,

14 UK, ISC (Intelligence and Security Committee of Parliament) Annual Report 2017-2018
(Novemper 2018), 15, 19, accessed 3 April 2019, http://isc.independent.gov.uk/committee-
reports/annual-reports

15 UK Intelligence Services Act 1994, Sec. 3.
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(2) NCSC (National Cyber Security Centre) D&i&E (2016 £ 10 A)
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N—tF =Y 7 1B 2016—2021] T2REL., ZhiZEIX, 2016 4F 10 A GCHQ ®
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O HTHIBIS - B, WRIUC X Y BN KB OO ERIISTF — L DOIRE

16 GCHQ website, “CESG-the Information Security arm of GCHQ”, accessed 16 February 2015,
http://www.gchq.gov.uk/what_we_do/Information_Security/Pages/index.aspx *

17 UK, National Cyber Strategy 2016-2021, accessed 30 April 2019,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/567242/mational_cyber_security_strategy_2016.pdf

18 UK, NCSC, The 2017 Annual Review, 2 October 2017, 3, accessed 30 April 2019,
https://[www.ncsc.gov.uk/mews/2017-annual-review

19 UK, National Cyber Strategy 2016-2021, 28-29.

20 UK, NCSC website, “What we do,” About the NCSC, accessed 4 April 2019,
https://[www.ncsc.gov.uk/section/about-ncsc/what-we-do

21 UK, NCSC website, “Incident management,” About the NCSC, accessed 4 April 2019,
https://www.ncsc.gov.uk/section/about-ncsc/incident-management
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22 |2, ROBETIZ, ZOVFr MENC X 2FERNECEEREH S (BIH, UKUSA ¥ A
HORESN) DNEENDENERENTWS, UK, NCSC, Prospectus Introducing the National
Cyber Security Centre, 2016, 4, last accessed 4 March 2019,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/525410/mesc_prospectus_final_version_1_0.pdf

23 1d. at 7.

2¢ UK, NCSC website, accessed 4 April 2019, https://www.ncsc.gov.uk/

25 UK, NCSC, The Annual Review 2018, 15 October 2018, 19, accessed 20 May 2019,
https://[www.ncse.gov.uk/mnews/annual-review-2018

26 “CSE: What do we know about Canada’s eavesdropping agency?’ CBC News, 27 January
2015, accessed 26 February 2015, http://www.cbc.ca/news/canada/cse-what-do-we-know-about-
canada-s-eavesdropping-agency-1.1400396.
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Centre) PRE XL, BUFD CSRILZ Z T—mMICHEY 352 L L Shi,

BERESEROLEHFER2ICINIE, Br¥—1X, BEREFRADOIT X2V T 4 HE
2. DRED THAN—FRZHE ¥ —] (Canadian Cyber Incident Response
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ABIT® 750 ATH B,
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YA NR— B F i, B, BEA 7T, BEEM, 202 T L TCEMNEIS
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VB2 —FERMIET—LEELES EEha,
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@ CSI oW THEBIDESHEE, BEEXE,
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B3,
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BThD, MIEBRTIE, BERIUREFAN—EF 2V T EEORNEOL RS, E
REDBF TR, BREBESEEEZITIBEHE LRV . FREARITIIBUF OGS E
BoRR—I R~ b 2B L EN5,

27 Canada, National Defense Act, Sec.273.64(1) 2,
28 Thid.
29 CSE website, The Canadian Centre for Cyber Security was established on Onctober 1, 2018,
accessed 25 March 2019, https://www.cse-cst.gc.ca/en/backgrounder-fiche-information
--Canadian Centre for Cyber Security website, About the Cyber Center, accessed 25 March 2019,
https://cyber.gc.ca/en/about-cyber-centre.
0 BUNFEMBIICH L CarEa—% - Xy NU—7 - —E R ERUET 2 BUFHER,
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(1) BEELEH
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FoEBEE. ORIV EY R, QA NA—E X2 )T 4 1E. @QELBHEEOIED
=2 Th H3%2,
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®IEHIThh Tz,

(2) ACSC (Australian Cyber Security Centre) D%t (2018 ££)

ASD DY A N—tF 2 VT s OBFFLE LTk, 2010 I YA N—&F% =2 VT 1 {EikE
v —] (CSOC) #REL. 2009 FEHRED 1EM L ¥ a—&F BEARIEF — 4

(CERT Australia) &# 77 L TIEBI L TV e, 2014 21k CSOC & TEM YA N—kF
2UF 4 - BrZ—] (ACSC) T L. Z ZICERME D SC Yk % /B S B
Vi Y| PR GV e

FIZ 2018 FiTi%, BER L72iEIE & A48T, ACSC iZ. CERT Australia &< 5
VU NVHEET]  (Digital Transformation Agency) DOEREEZHE L. T, HLE
£, Btx=U 7 @A (ASIO) . EHE5E#HRFH L CEREENO ABDOHBEZB/ T, B
DY AN—FF =Y T 4 MR —mHICEEEZFOMRE L U THESL L7235,

(3) MLLVACSC DEH

31 Tom Mcllroy, “Australian Signals Directorate $75 million Canberra upgrade gets go ahead,”

The Canberra Times, 13 September 2017, accessed 27 March 2019,

https://[www.canberratimes.com.au/public-service/australian-signals-directorate-75-million-

canberra-upgrade-gets-go-ahead-20170913-gygjzl.html

32 ASD website, ”About ASD,” Australian Signals Directorate, accessed 27 March 2019,

https://asd.gov.au/about/index.htm

33 Australia, Intelligence Services Act 2001, Sec.7 Functions of ASD ; Intelligence Services
Amendment (Establishment of the Australian Signals Directorate) Act 2018 £,

34 ASD website, “History,” Australian Signals Directorate, accessed 27 March 2019,

https://asd.gov.aw/about/history.htm

35 ASD website, “ACSC-Australian Cyber Security Centre,” Australian Signals Directorate,

accessed 27 March 2019, https://asd.gov.au/infosec/acsc.htm
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BEMIZIX, ROMSEZEITFT TN D
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@ BRIWMALT, BEEREIA L, B EHRIL,

R} BR. EER. #BRHELHAL T, CSItT2EHREED D,

@ LERICESREHE L TRERE,

2B, EERRICER INSDIE, ACSCOF LW =TV A FD by I R—=I37ThH
B, %*’iF@AJF¢mﬁ¥JF&HJFkA¥-4V75ﬁ¥J®mO®E“°%
D, TENFNOEREEICADE =2 —R « a—F—RBRIFTONTWB, TEIZ, BUF. X
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1—5 NZBfFEEHREB GCSB

(Government Communications Security Bureau)
(1) BMELEHE
NZ OB EEHR2R GCSB X, 2018 45 6 A BIFEDRE HIIM 430 ATH Y |
2017/2018 =FHAEE DO THEEITH 118 5800 7 NZ RV Th 539,

ZOEBIX, OBFRRIEEFA N —EX2YT 1, @QVFr b, QL EHE, X
2 YT R — R T HE L X (GCSB niEAfERZ2ET, ) D=2TH 549,
ERIRFE L VA N —E X 2 VT ¢ OEBHIL, 2017 FiE#R K OZ 2R Intelligence
and Security Act 2017 (2017 £ ISA ) [ XX, TBURAILERER O EHENAR L
ANXZx LT, R L VA N—t X2 ) T FB 2RI 2] (EFNEEEEZET S
BELEBRA 770X T IR LTRE BREEOETEMNGEET) #R4td
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