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CNE (Computer Network Exploitation)
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O ROC(Remote Operations Center)
=f@E A (remote access, on-net)
O AT & 0O (Access Technologies & Operations)
MErIE A (physical access, off-net, close access)
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7 ROC (Remote Operations Center) () &Y h—

“Your data is our data, your equipment is our equipment —
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O Man-on-the-Side attack
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O Man-in-the-Middle attack
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anytime, any place, by any legal means.”
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TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20291123

23 (U) Sensors: Active Mission Management

Accesses

TURMOIL

(TS//SI//REL) TURBINE enables the
automated management and control of a
large network of active implants
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(U) Man on the Side?
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Network Shaping

]

https://www.documentcloud.org/documents/2919677-
Network-Shaping-101.html
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) HEHETTE (BLEERITA) Rrgs

(TS//SI//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAQO, because they pre-position access points into hard target
networks around the world.

(TS//SI//NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon
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TOP SECRET//COMINT//REL TO USA, FVEY

JETPLOW
ANT Product Data

(TS/ISI//REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06/24/08
software implant. JETPLOW also has a persistent back-door capability.

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

|

1 pCc
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E E] Hre l:::"""‘s Systom

N - Goo

R [ ONT prond

| e ~— Q1L
| [rel—

Target Network

B e e o B s e e e e s O .....

(TSHSIIREL) JETPLOW Persistence Implant Concept of Operations . . . .

(TS/ISI/REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and . . . .
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE

software implant and modifies the Cisco firewall's operating system (OS) at boot
time. If BANANAGLEE support is not available for the booting operating system, it . . .
can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE's
communications structure, so that full access can be reacquired at a later time. . .
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